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Cryptography is a pivotal component of information security, providing essential mechanisms for
protecting data from unauthorized access and ensuring its integrity. It encompasses a variety of
techniques and methodologies that safeguard communication and information storage using
algorithms. Within this discipline, three primary processes are widely employed: encryption,

decryption, and hashing.

Encryption is the process of converting plaintext—readable data—into ciphertext, which is
obscured and unreadable to anyone who does not possess the appropriate key. This
transformation employs cryptographic algorithms designed to scramble the information in a way
that is theoretically unbreakable without knowledge of the key. There are diverse types of
encryption methods: symmetric encryption, where one key is used for both encrypting and
decrypting; and asymmetric encryption, which utilises a pair of keys—a public key for
encryption and a private key for decryption. The latter provides an additional layer of security in

communications.

Decryption serves as the reverse process of encryption. It involves transforming ciphertext back
into its original plaintext format by employing the corresponding key or algorithm used during
the encryption phase. This step ensures that authorized users can access the original data while

maintaining confidentiality from potential interceptors.

Lastly, hashing is a technique utilized for verifying data integrity rather than securing it through
secrecy like encryption. A hash function takes an input (or 'message') and produces a fixed-size
string—known as a hash value or digest—that represents this input uniquely. Even slight
alterations to the original data will produce vastly different hash values, making hashes an

effective tool for detecting changes or corruptions in information over time.

In summary, cryptography's essential functions—encryption for confidentiality, decryption for
accessibility to authorised parties, and hashing for integrity verification—form a comprehensive
framework that underpins modern digital security systems across various applications.
Understanding these concepts enables individuals and organisations alike to implement robust

protective measures against increasingly sophisticated cyber threats.






