
8.3 Lesson: Introduction to Cybersecurity Frameworks and Standards (NIST, ISO 27001) 

In today's digital landscape, organisations of all sizes face an increasing array of cyber threats 

that can compromise their operations, reputation, and customer trust. To navigate the 

complexities of cybersecurity effectively, many organisations turn to established frameworks and 

standards that guide the development and implementation of robust security measures. Among 

the most prominent are the National Institute of Standards and Technology (NIST) Cybersecurity 

Framework and ISO/IEC 27001. 

The NIST Cybersecurity Framework originated from a collaboration between industry experts 

and government agencies to create a comprehensive strategy for managing cybersecurity risks. It 

involves five core functions: Identify, Protect, Detect, Respond, and Recover. These functions 

provide a structured way for organisations to assess their current cybersecurity posture, 

implement appropriate policies and controls, monitor threats in real-time, respond effectively to 

incidents, and recover from potential breaches. The framework is especially beneficial as it is 

flexible enough to be tailored to suit the specific needs and maturity levels of various sectors. 

ISO/IEC 27001 complements this approach by offering a systematic method for managing 

sensitive information through an Information Security Management System (ISMS). As an 

internationally recognised standard, it sets out conditions for establishing, implementing, 

maintaining, and continually improving an organisation's information security practices. 

Achieving certification against ISO 27001 not only demonstrates commitment to information 

security but also enhances stakeholders' confidence in an organisation’s ability to protect critical 

data against internal or external threats. 

Both NIST Cybersecurity Framework and ISO/IEC 27001 are instrumental in laying down a 

foundation for effective cybersecurity practices. They empower organisations not only with 

practical guidance but also with methodologies that foster ongoing improvement in security 

postures amidst evolving cyber risks. By aligning with such frameworks and standards, 

organisations can better position themselves to mitigate risks while demonstrating due diligence 

in safeguarding sensitive information. 

 


