
Module 9: Hands-on Cybersecurity Projects 

1. Network Security Assessment: Conduct a thorough assessment of a small network using 

tools such as Nmap or Wireshark. Identify potential vulnerabilities and recommend measures to 

enhance security. 

2. Penetration Testing Exercise: Perform a simulated cyber-attack on a designated system 

within legal boundaries. Use methodologies such as OWASP Top Ten to assess common 

vulnerabilities and deliver a detailed report on findings and remedial actions. 

3. Incident Response Simulation: Create an incident response plan for a hypothetical data 

breach scenario. Run tabletop exercises to walk through the response process, identifying key 

roles, communication strategies, and documentation techniques. 

4. Malware Analysis Project: Set up an isolated virtual environment to analyse malware 

samples safely. Study their behaviours, understand infection vectors, and document findings 

about how they can be mitigated. 

5. Secure Web Application Development: Develop a simple web application while 

implementing best practices in secure coding (input validation, authentication mechanisms). 

Evaluate the application with security testing tools like Burp Suite to discover potential 

vulnerabilities. 

6. Threat Intelligence Gathering: Engage in collecting threat intelligence from open source 

platforms or community resources—compiling data about emerging threats and sharing insights 

within your security team for proactive defence planning. 

7. Cybersecurity Awareness Training Programme: Design an awareness training programme 

targeting employees of an organisation to educate them about phishing attacks, social 

engineering tactics, and safe online behaviours—culminating in interactive workshops or 

materials. 

8. Firewall Configuration Project: Set up a firewall and create rules based on specific use cases 

(such as restrictive access for certain applications) while testing the configuration with various 

attack simulations to validate effectiveness. 



9. Cloud Security Implementation: Configure security settings for cloud services by deploying 

solutions such as multi-factor authentication (MFA) and encryption protocols while ensuring 

compliance with industry standards like ISO/IEC 27001. 

10. Personalised Cybersecurity Portfolio: Compile your projects into a digital portfolio that 

showcases your skills in tackling real-world cybersecurity challenges—providing detailed 

documentation of methodologies applied throughout each project along with outcomes achieved. 

By pursuing these hands-on projects, you will build practical experience in various aspects of 

cybersecurity, equipping yourself with fundamental skills necessary to combat today’s evolving 

cyber threats effectively. 

 


